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Initial legal basis for processing 

	Legal basis
	Select appropriate basis

	Informed consent:
The individual has given clear consent for you to process their personal data for a specific purpose.
	

	Contract: 
The processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.
	

	Legitimate interests: 
The processing is necessary for your legitimate interests or the legitimate interests of a third party.

	

	Vital interests: 
The processing is necessary to protect someone’s life.
	




Second legal basis for processing (required for processing of sensitive data)

	Legal basis
	Select appropriate basis

	Explicit consent:

	

	Contract: 
The processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.
	

	Legitimate interests: 
The processing is necessary for your legitimate interests or the legitimate interests of a third party.

	

	Vital interests: 
The processing is necessary to protect someone’s life.
	




Procedures for ensuring compliance with the key principles of data protection

Explain, in brief, how the procedures in place ensure compliance with the principles below. The risks associated with sensitive data mean that the technical and organisational measures that are in place to protect such data are crucially important.

The ‘things to consider’ in each section are intended to help think about how each principle is satisfied and are not exhaustive.

There is no requirement to reproduce information recorded elsewhere -questions may be answered with a link to other documentation, policies and procedures, or to your privacy notices.

Accountability principle

	Things to consider:
· Do we maintain appropriate documentation of our processing activities? 
· Is there a Data Sharing Agreement or written contract in place?









Principle of lawfulness, fairness and transparency

	Things to consider:
· Are we open and honest, and comply with the transparency obligations of the right to be informed?
· Are we open and honest when we collect the sensitive data and do we ensure we do not deceive or mislead people about its use?
· Have we considered how processing may affect the individuals concerned and can we justify any adverse impact?





Principle of purpose limitation

	Things to consider:
· Have we clearly identified and documented our purpose(s) for processing the sensitive data?
· Have we included appropriate details of these purposes in our privacy information for individuals?
· If we plan to use personal data for a new purpose (other than a legal obligation or function set out in law), do we check that this is compatible with our original purpose or get specific consent for the new purpose?




Principle of data minimisation

	Things to consider:
· Are we satisfied that we only collect sensitive data we actually need for our specified purposes? 
· Are we satisfied that we have sufficient data to properly fulfill those purposes? 
· Do we periodically review this particular sensitive data, and delete anything we don’t need?




Principle of accuracy

	Things to consider:
· Do we have appropriate processes in place to check the accuracy of the sensitive data we collect, and do we record the source of that data?
· Do we have a process in place to identify when we need to keep the sensitive data updated to properly fulfill our purpose, and do we update it as necessary?
· Do we have a policy or set of procedures which outline how we keep records of mistakes and opinions, how we deal with challenges to the accuracy of data?




Principle of storage limitation

	Things to consider:
· Do we carefully consider how long we need to keep the sensitive data and can we justify this amount of time?
· Do we regularly review our information and erase or anonymise this sensitive data when we no longer need it?
· Do we have a process in place for deleting or anonymising sensitive information once retention periods are met?




Principle of integrity and confidentiality (security)

	Things to consider:
· Have we analysed the risks presented by our processing and used this to assess the appropriate level of security we need for this data?
· Have we put additional technical measures or controls in place because of the circumstances and the type of sensitive data we are processing?
· Do we have appropriate measures in place to protect sensitive data stored in a physical format (eg. on paper)?
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